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Configuring Multi-Factor
Authentication (MFA)

Set up MFA

To set up MFA for the first time, you need to use a computer to login and have a
mobile nearby.

e Goto https://www.office.com/ in a browser. And login with your JU account.
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Welcome to the new Office -
Microsoft 365 Copilot

Office is evolving. Meet the Microsoft 365 Copilot app—your new home for Word, Excel, PowerPoint,
Outlook, and more. Your favorite productivity apps, now with the power of Al for home, work, and
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Get Microsoft 365
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e Enter your email address to JU.

B® Microsoft
Sign in

boem20yg@student,ju.se

Mo account? Create one!

Can't access your account?

Next
Q Sign-in options

¢ And then your password QP JONKOPING UNIVERSITY

Use your JU username or JU e-mail address and
password

boem20yg@student ju.se
JU password

[ Keep me signed in

Sign in

Problems signing in with your account?
Please contact IT Helpdesk.

Forgotten or expired password?

The next page will show "Let’s keep your account secure”
Click Next
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Let's keep your account secure

We'll help you set up another way to verify it's you.

Use a different account

Learn more about verifying your identity
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Now it's time to install Microsoft Authenticator on
your phone

e Before you continue you need to download the Microsoft Authenticator app on your
phone. Install it from the AppStore on an Apple device or from Google Play on an
Android device.
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e Oncethe app is installed on the phone you want to use for the sign-in, select
Next followed by Next again on the "Set up your account" dialog box.
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Install Microsoft Authenticator

Install the app on your mobile device, then come
back here to continue.

GETITON ‘ Download an the
ﬁ Google Play App Store
Set up a different authentication app

Next
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Set up your account in app

If prompted, allow notifications. Then add an
account, and select Work or school.
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When the QR-code is showing Open Microsoft Authenticator on mobile.
Click on the Plus Sign to Add account followed by Work or school account.

-
.' JONKOPING UNIVERSITY

< boem20yq@student.ju.se

Scan the QR code

Use the Microsoft Authenticator app to scan the QR
code. This connects the app to your account.

Then come back and select Next.

Can't scan the QR code?

14:17
= Authenticator Add account 4 Add account
WHAT KIND OF ACCOUNT ARE YOU ADDING? WHAT KIND OF ACCOUNT ARE YOU ADDING?

| =i | |
Personal account Personal account >

. u ! [

- e

- =
v | I Work or school account I .- Work or school account 25

- | L

1

5- Other (Google, Facebook, etc.) Other (Google, Facebook, etc.) >

Ready to add an account?
Secure your accounts with multifactor

authentication.
& Add work or school account
[ 22 Scan QR code J

Add personal Microsoft account Add work or school account

Restore from backup

Sign in
A E3 Scan QR code
Authenticator Verifiea IDs
Cancel



a
JONKOPING UNIVERSITY

e Click Allow so the Authenticator get access to the camera and can Send
Notifications. Then Scan the QR code that shows in your browser.

Add account Scan QR code

WHAT KIND OF ACCOUNT ARE YOU ADDING?

Personal account
I

T >

Work or school account
B

Othar iGnoala Fanshnnk ate )

d
w “Authenticator” Would Like to
Send You Notifications
Notifications may include alerts,

sounds and icon badges. These can
be configured in Settings.

“Authenticator” would like to
access the Camera.
ed to scan QR code to

Don't Allow

Don't Allow

¢ Whenthe QR code is scanned, the account should appear in Microsoft
Authenticator as shown below. Select Next in your browser to test the
confirmation. Enter the number into the Authenticator app that appears in
the browser.
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Your accounts now back up to iCloud
¢ Authenticator now uses iCloud to .
automatically back up your accounts. < boem20yq@student.ju.se
aarm Mara iorios .
R i Let's try it out
Are you trying to sign in?
Jonkoping University
@ boem20yq@student.ju.se

Enter the number shown to sign in.

Enter number

No, it's not me

99

Enter the number shown in the app to approve the
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ABC DEF sign-in request.
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e When everything is ready, the following is shown and after confirmation with Done,
MFA is now ready to use.
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@ Authenticator Added

You can now use Microsoft Authenticator to approve
sign-ins, get one-time codes, and maore.

This is now your default sign-in method.

Done




